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The	  TIS	  evaluation	  team	  performed	  an	  evaluation	  of	  the	  SafeNet	  Authentication	  
Service’s	  cloud	  based	  service	  for	  enterprises.	  
The	  SafeNet	  OTP	  Authentication	  Engine	  is	  a	  set	  of	  APIs	  and	  sample	  code	  that	  provides	  
access	  to	  a	  backend	  management	  server	  that	  they	  maintain.	  Clients	  have	  management	  
access	  through	  a	  web	  portal.	  SafeNet	  does	  have	  other	  products	  that	  would	  allow	  us	  to	  
manage	  our	  own	  servers	  but	  that	  was	  not	  the	  software	  that	  was	  tested.	  
We	  tested	  managing	  a	  group	  of	  users	  through	  their	  management	  portal	  and	  using	  their	  
service	  to	  authenticate	  users.	  Both	  hardware	  and	  software	  based	  OTP	  methods	  were	  
used	  for	  authentication.	  
We	  encountered	  some	  issues	  with	  the	  service.	  Some	  of	  these	  were	  due	  to	  us	  not	  having	  
direct	  control	  of	  the	  servers	  being	  maintained	  by	  SafeNet.	  When	  there	  was	  a	  problem	  
that	  made	  the	  server	  unavailable	  we	  had	  to	  wait	  for	  their	  support	  team	  to	  fix	  the	  
problem.	  Some	  of	  the	  time	  the	  administrative	  web	  portal	  was	  sluggish	  or	  could	  not	  be	  
reached.	  There	  was	  some	  information	  available	  in	  logs	  on	  the	  server	  that	  is	  unavailable	  
to	  us.	  SafeNet	  was	  responsive	  to	  our	  information	  requests	  and	  responded	  in	  a	  
reasonable	  amount	  of	  time	  to	  reports	  of	  an	  unavailable	  server.	  
In	  our	  evaluation	  the	  service	  passed	  our	  testing	  but	  the	  user	  interface	  for	  the	  
administrative	  web	  portal	  would	  benefit	  from	  a	  more	  modern	  design	  and	  some	  Linux	  
related	  topics	  in	  the	  documentation	  were	  lacking.	  
The	  evaluation	  team	  does	  not	  recommend	  using	  SafeNet	  Authentication	  Service’s	  cloud	  
based	  service	  for	  XSEDE.	  Safenet	  does	  not	  provide	  a	  product	  that	  fulfills	  the	  desired	  
tuning	  and	  control	  over	  services	  that	  XSEDE	  requires.	  
